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Levels of Interoperability 

 Interoperability between the active defense weapon systems is divided into three main 

levels - voice connectivity, sky picture and data sharing and combined interceptions 

management.  The voice connectivity is the basic level of data sharing and least effective for 

connecting the active defense weapon systems. It allows data over voice dialogue and provides 

basic interceptions coordination but hardly improves the capacity of the weapons systems. This 

kind of communication slightly improves the resources for interception management data sharing 

and coordination among weapon systems. Using only voice dialogue increases the human in the 

loop challenge significantly and reduces the efficiency of the operator in the active defense 

battlefield.48 Sky picture interoperability is a significant improvement to a multi-tiered 

architecture. This kind of interoperability has several advantages. First, it distributes sensor 

resources between different tasks such as detection of new targets and discrimination 

(classification) of the current target. Second, it increases the ability to detect simultaneously 

more targets.49 This level of interoperability allows the operator to have a more effective 

dialogue between the weapon systems. The sky picture is correlated and each weapon system has 

the same sky picture like all the other weapons systems in the architecture; "everyone sees what 

everyone sees”. The third and highest level of interoperability is a combination of correlated sky 

picture with the ability to have a coordinated interceptions management.50 The nexus for this 

kind of interoperability is a centralized interceptions battle management center which uses the 

coordinated and integrated ballistic sky picture based on the generated sky picture by each one of 

the sensors in the architecture.51 
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Today’s Interoperability  

The majority of western active defense weapon systems can communicate with one 

another based on Link-1652 data communication protocol. This protocol allows effective data 

communication with a large number of weapons systems including sky picture and interception 

management message transportation. This protocol can share the capability and performance of 

each weapon system in the architecture for any threatening target. Some of the weapon systems 

in the architecture can intercept targets based on this communication protocol using other 

weapon systems sensors.53 However, there are other communication protocols that exist between 

western and eastern active defense weapon systems. Furthermore, other communications 

protocol are available for interoperability between active defense weapon systems, therefore 

using one communal communication protocol is not intuitive and raises more  challenges for 

adjusting the weapon systems inner data language to be a part of a robust protocol. 

Recommendations 

Using a robust universal data protocol for interoperability between different weapon 

systems will allow faster data transfer time and will prevent data loss. There are many existing 

examples worldwide that exercise a universal language or protocol. These methods rise from the 

need of connecting different systems in fast and easy ways. One of the best examples is in the 

world of cellular phones. Mobile companies have decided on a unified communications protocol 

that allows movement of the mobile phones in the world without having changes in settings or 

language. For example, the Universal Mobile Telecommunications System (UMTS) is a third 

generation system for mobile cellular networks based on the Global System for Mobiles (GSM) 

standard. Developed and maintained by the 3GPP (3rd Generation Partnership Project), UMTS is 

a component of the International Telecommunications Union.54 Although there are many cellular 
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companies and many different companies who manufacture various types of cell phones, the 

mobile companies ensure that the user will have an easy and simple communication experience. 

Consequently, in the active defense world, it is important that the information data for each 

system will be unified. Although the weapon systems may allow data transfer between each 

other with a unified protocol, the systems may identify and analyze the ballistic sky picture 

differently. In that case, messages with the same content may transfer differently causing an error 

while trying to integrate the sky picture. A unified and integrated ballistic sky picture is critical 

in the future active defense battlefield when using a centralized interception battle management 

center. 

A centralized interception battle management center in a multi-tiered architecture will 

allow the best coordinated interceptions and maximize resources management for the best 

defense capacity of the architecture. A robust universal data protocol will allow a quick 

connection between the weapons systems. Furthermore, a robust universal data protocol will 

allow sharing information and interception capabilities and will enable fast interception decisions 

effectively. This kind of interoperability will allow the human in the loop to receive the best 

tools and resources for the optimal decision making in reasonable time without the need of using 

voice. In addition, it will allow the centralized interception battle management center to receive 

information from all the weapon systems in the architecture about their interception capabilities 

for each target. On this data basis the operator can choose the best weapon system to use for 

intercepting a specific target. Furthermore, if one of the weapon systems fails to intercept, a 

different weapon system in the architecture can intercept the target in reasonable time. Therefore, 

a centralized interception battle management center has to be able to integrate the various 
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weapon systems, which requires the use of a universal and robust data configuration protocol for 

the messages between the weapon systems and the management center. 

Conclusion 

Today, joint cooperation between countries in the active defense weapon systems arena 

has the potential to strengthen political ties. Cooperation at different levels and alliances are an 

important part of the tools in the international community. Cooperation or alliances can be 

formal or informal with defensive or offensive relationships. Mostly, the broad base of 

cooperation relies on three main pillars: common interests, shared values and military 

cooperation. Defense weapon systems development and procurement of defense systems are 

relatively fertile ground for strengthening the deep ties between countries, for example, the 

cooperation between Israel and the United States. The joint cooperation is not limited to financial 

assistance or mutual development, but also in the mutual active defenses. Among the parties, 

exercises are conducted, which are designed to coordinate the two country’s active defense 

systems. This relationship represents a high level of cooperation, knowledge sharing and a 

shared vision for future challenges. The countries practice together combined active defense 

architecture, signaling the combined strength to a future opponent. The Israeli Active Defense 

array is beyond the narrow dimension of intercepting ballistic missiles and the protection of the 

Israel. In fact it is a large part of the strategic cooperation with the United States.55 The mutual 

development and mutual practices show that the two countries share their future, both politically 

and militarily and are willing to share efforts, time and money in joint long-term cooperation. 

Israel has acquired experience in active defense warfare as a valuable asset for the western bloc 

countries who have to face the ballistic threat.56 A similar cooperation is being held in the Pacific 

between the United States and Japan,57 but in contrast to the cooperation with Israel, both 
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countries benefit from cooperation with similar weapon systems so the connectivity between the 

weapon systems of the two countries is simpler. Cooperation in the world has further operational 

options that link different countries. Certainly, many nations, in the foreseeable future battlefield 

will use a wider cooperation against common threats. The cooperation may take place between 

American defense systems, Israel and even European systems. Architecture of this kind can be 

established for regions such as Europe to protect against the missile threat from Iran. This 

architecture can be constructed by many participants like the Israeli Arrow, the US Aegis ships 

and the THAAD system as well as the European ASTER.58 All these weapon systems are 

required to share data and to fight in one coordinated control center in order to maximize the 

defense capabilities against a strategic threat. Only robust unified data communications 

interoperability architecture will improve the existence of this type of architecture.59 

The active defense battle field is unique and challenging with groundbreaking systems 

and technologies. The need for almost 100% interception successes is increasing as the threat 

becomes more dangerous and strategic. No active defense weapon system has enough capacity to 

engage independently all the targets facing large salvos of ballistic missiles in future campaigns. 

An active defense architecture which combines several weapon systems and shares information 

is a necessity. Today, the differences between the various defense systems are too big and their 

ability to connect to one another is complex. Using universal and robust data capabilities and 

universal interfacing between the various weapon systems will ensure victory in future 

campaigns. It is important to establish such commonalty today when all the weapon systems are 

in their advanced stages of development. 
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Glossary 

Active Defense – the name for the world of weapon systems against the ballistic threat. 

Boost Phase – the first ballistic missile flight phase, from launch until booster cutoff. 

CEP – Circular Error Probability is a measure of a weapon system's precision. 

Cluster – the bodies in space that belong to the same missile (RV, debris, Booster). 

Discrimination – the act of perceiving differences in characteristics between elements of one 

cluster in the sky picture. 

Hit To Kill – the method of intercepting a ballistic missile by hitting it directly versus a 

detonation next to it.  

Human in the loop – refers to having an operator in the decision making process for 

implementing the defense policy. 

Interoperability – the ability of systems, units or forces to provide services to and accept 

services from other systems, units or forces and to use the services to exchange data to 

enable them to operate effectively together. 

Mid-Course Phase – the second ballistic missile flight phase, from booster cutoff until reentry 

into the atmosphere. 

Multi-layered Architecture –a set of different active defense weapon systems which defend the 

same asset or territory.   

PK – Probability of Kill (for intercepting the ballistic missile). 

RV – Reentry Vehicle, in the Ballistic Missile Defense (BMD) world it refers to the ballistic 

missile warhead. 

Salvo – a simultaneous raid of ballistic missiles.  

Sensors –all devices that measure physical objects in the Sky Picture and converts them into 

signals which can be read by observers or by instruments. 

https://en.wikipedia.org/wiki/Accuracy_and_precision
https://en.wikipedia.org/wiki/List_of_sensors


 

19 
 

Sky picture –describes the Air Situation Picture (ASP) for detection of objects and the 

classification, association and maintenance of tracks. 

Terminal Phase – the last ballistic missile flight phase, starting when the missile is reentering 

the atmosphere until it hits the ground. 

Tracks – an entity (body) in the Sky Picture that is being managed by a detection sensor. 

 



 

20 
 

End notes 

                                                           
1 Arieh Stav, The Threat of Ballistic Missiles in the Middle East, Active Defense and Counter 

Measures (Sussex Academic press, Portland, Oregon USA, 2004), 4. 
2 Williamson Murray, “Reflections on the Combined Bomber Offensive,” 

(Militärgeschichtliche Mitteilungen 51, 1992), 73-94. 
3 Sanford Lakoff, Strategic Defense in the Nuclear Age, Paredes Security International, 

(Westport CT, 2007), 2-3. 
4 Jacues S. Gansler, Ballistic Missile Defense, Past and Future, Center for Technology and 

National Security Policy (National Defense University, Washington, 2010),  55. 
5 Ibid. 
6 Ibid.  
7 Ibid., 57. 
8 Ibid. 
9 Circular Error Probability is a measure of a weapon system's precision. 
10 Haiim Rozenber, The Truth about the Dangers of Missile Attack, (Maarahot Volium 437, 

2011), 94-99.  
11 The “Sky Picture” describes the Air Situation Picture (ASP) for detection of objects and the 

classification, association and maintenance of tracks. 
12 Ben-Zion Naveh and Azriel Lorber, Theater of Ballistic Missile Defense. American 

Institute of Aeronautics and Astronautics (AIAA) (Virginia, 2001), 147-148. 
13 Lauren Caston, Robert S. Leonard, Christopher A. Mounten, Chad J. R. Ohlandt, S. Craig 

Moore, Raymoned E. Conely, lenn Buchan. The Future of the US Intercontinental Ballistic 

Missile Defense (RAND Cooperation, 2014), 5-6. 
14

 The course of the ballistic missile has three phases: the boost phase is from launch until the 

booster cutoff; the mid-course phase is from the booster cutoff until reentry into the atmosphere; 

and the terminal phase which starts when the missile is reentering the atmosphere until hitting 

the ground. 
15 Gansler, Ballistic Missile Defense, Past and Future, 11-12. 
16 Terminal High Altitude Area Defense (THAAD), formerly Theater High Altitude Area 

Defense, is a United States Army  ballistic missile defense system designed to shoot down short, 

medium, and intermediate ballistic missiles in their terminal phase using a hit-to-kill approach. 
17 Arrow weapon system is an Israeli Air Force ballistic missile defense system designed to 

shoot down short, medium, and intermediate ballistic missiles in their terminal phase.  
18  Aegis destroyer guided missile cruisers, a class of warships in the United States Navy. 
19 Gansler, Ballistic Missile Defense, 13-21. 
20  Patriot is a surface-to-air missile (SAM) system, the primary of its kind used by the United 

States Army and several allied nations. The PAC-3 missile is dedicated almost entirely to the 

ballistic missile defense mission. 
21 Gansler, Ballistic Missile Defense, 22-27. 

https://en.wikipedia.org/wiki/Accuracy_and_precision
https://en.wikipedia.org/wiki/United_States_Army
https://en.wikipedia.org/wiki/Ballistic_missile
https://en.wikipedia.org/wiki/Ballistic_missile
https://en.wikipedia.org/wiki/Warship
https://en.wikipedia.org/wiki/United_States_Navy
https://en.wikipedia.org/wiki/Surface-to-air_missile
https://en.wikipedia.org/wiki/United_States_Army
https://en.wikipedia.org/wiki/United_States_Army


https://en.wikipedia.org/wiki/Moscow
https://en.wikipedia.org/wiki/Anti-ballistic_missile
https://en.wikipedia.org/wiki/Short-range_ballistic_missile
https://en.wikipedia.org/wiki/Cruise_missile
https://en.wikipedia.org/wiki/Precision-guided_munition
https://en.wikipedia.org/wiki/Rocket
https://en.wikipedia.org/wiki/Rocket
http://www.mod.gov.il/Defence-and-Security/articles/Pages/10.12.15.aspx
https://www.ll.mit.edu/publications/journal/pdf/vol07_no1/7.1.3.discriminationperformance.pdf


 

22 
 

                                                                                                                                                                                           
49 Ibid., 162-164. 
50 Ibid., 165. 
51 Ibid., 166-167. 
52 The Link 16 Data Protocol is a military tactical data exchange network used by the United 

States, NATO and other nations. Its specification is part of the family of Tactical Data Links. 

With Link 16, military aircraft as well as ships and ground forces may exchange their tactical 

picture in near-real time. 
53 Sun Yiming , Tactical Data Link In Information Warfare , University of Posts and 

Telecommunication, 2005-7. 
54 Universal Mobile Telecommunications System, European Telecommunications Standards 

Institute, 2008. 

55 Shahar Shuhat and Yniv Fridman, From Tactic Defense to Complete Air Defense Array, 

Between the Polars, Volume 4, (Dado Institute, 2015),  66-81. 
56 Department Of Defense, Ballistic Missile Defense Review Report, 33. 
57 Ibid., 32. 

58 The Aster missile series is a family of vertically launched surface-to-air missiles. Aster is 

manufactured by Eurosam. The missile is designed to intercept and destroy a wide range of air 

threats, such as supersonic anti-ship cruise missiles at very low altitude (sea-skimming) and fast 

flying, high performance aircraft or missiles. Aster is primarily operated by France, Italy, and 

the United Kingdom. 
59 Lakoff, Strategic Defense in the Nuclear Age, 97. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://en.wikipedia.org/wiki/Technical_standard
https://en.wikipedia.org/wiki/Tactical_Data_Link
https://en.wikipedia.org/wiki/Ships
https://en.wikipedia.org/wiki/Surface-to-air_missile
https://en.wikipedia.org/wiki/Sea_skimming
https://en.wikipedia.org/wiki/Fighter_aircraft
https://en.wikipedia.org/wiki/France
https://en.wikipedia.org/wiki/Italy
https://en.wikipedia.org/wiki/United_Kingdom


 

23 
 

                                                                                                                                                                                           

Bibliography 

 

Stav, Arieh. The Threat of Ballistic Missiles in the Middle East, Active Defense and 

Counter Measures. Portland, Oregon USA: Sussex Academic press, 2004. 

Naveh, Ben-Zion and Lorber, Azriel. Theater of Ballistic Missile Defense. Virginia: 

American Institute of Aeronautics and Astronautics (AIAA), 2001. 

Department Of Defense. Ballistic Missile Defense Review Report. Washington DC, 2010. 

Gansler, Jacues S. Ballistic Missile Defense, Past and Future. Washington: Center for 

Technology and National Security Policy, National Defense University, 2010. 

Caston, Lauren., Leonard, Robert S., Mounten, Christopher A., Ohlandt, Chad J. R., 

Moore, S. Craig., Conely, Raymoned E., Buchan, lenn. The Future of the US 

Intercontinental Ballistic Missile Defense. RAND Cooperation, 2014. 

National Research Council. Makin Sense of Ballistic Missile Defense. Washington DC: 

the National Academic Press, 2012. 

Mantle, Peter J. The Missile Defense Equation, Factors and Decision Making. American 

Institute of Aeronautics and Astronautics (AIAA) Virginia, 2004. 

Steff, Reuben. Strategic Thinking, Deterrence and the US Ballistic Missile Defense 

Project, From Truman to Obama. Burlington, USA: Ashgate Publishing 

Company, 2013 . 

Lakoff, Sanford. Strategic Defense in the Nuclear Age. Westport, CT: Paredes Security 

International, 2007. 

Shuhat, Shahar and Fridman, Yniv. From Tactic Defense to Complete Air Defense Array. 

Israel: Dado Institute, Between the Polars, Volume 4, 2015. 

Weiner, Stephen D. and Rocklin, Sol M. Discrimination Performance Requirements for 

Ballistic Missile Defense. The Lincoln Laboratory Journal, Number 1 Volume 7, 

1994. 

Cimbala, Stephan J. Shilds of Dreams, Missile Defense and the US-Russian Nuclear 

Strategy. Annapolis, MD: Naval Institute Press, 2008. 

Yiming, Sun. Tactical Data Link in Information Warfare. University of Posts and 

Telecommunication, 2005-7.  

Universal Mobile Telecommunications System. European Telecommunications Standards 

Institute, 2008. 

The official site of Israel MOD http://www.mod.gov.il/Defence-and-

Security/Pages/multi-layer-defense.aspx. 

http://www.mod.gov.il/Defence-and-Security/Pages/multi-layer-defense.aspx
http://www.mod.gov.il/Defence-and-Security/Pages/multi-layer-defense.aspx

